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INTRODUCTION




Why VV&A?

Ensure credibility and
confidence within the
application of M&S
results

Reduce risks
Contain costs

Support reusability

Satisfy policy

How many legs does thiz elephant have?

M&S may not always be appropriate for intended use

— Make sure you don’t have a 5-legged elephant




VV&A Definitions

« Accreditation. The official certification that an M&S
and its associated data are acceptable for use for a
specific purpose. (Formally documented in the
Accreditation Plan, Accreditation Report, and Accreditation
Decision Letter.)

» Verification. The process of determining that an
M&S implementation and its associated data
accurately represent the developer's conceptual
description and specifications. (Formally documented
in the V&V Plan and V&V Report.)

« Validation. The process of determining the degree to
which an M&S and its associated data are an
accurate representation of the real world from the
perspective of the intended uses of the model.
(Formally documented in the V&V Plan and V&V Report.)




POLICY




M&S Management Policy

» DoD Directive 5000.59, Department of Defense (DoD)
M&S Management, 4 Jan 1994

— DoD Component is final authority for validating and accrediting
representations of its own forces and capabilities in joint and
common use M&S

+ Establish VVA policies, procedures, and guidelines for own M&S
applications, standards, and data bases
+ SECNAV Instruction 5200.38A, Department of the
Navy (DON) M&S Management, 28 Feb 2002

— Establish policy and procedures for VV&A of all DON M&S and
associated input data

* OPNAJV Instruction 5200.34, Navy M&S Management,
28 May 2002

— DON M&S VV&A Implementation Handbook provides amplifying
information, guidance, and assistance to those responsible for
conducting M&S VV&A




M&S VV&A Policy sy

A

* DoD Instruction 5000.61: DoD M&S Verification,
Validation, and Accreditation (VV&A), 29 April 1996

— 5 October 2001 revision in final DoD-wide coordination

— Applies to all M&S developed, used, or managed by DoD
Components

— Applies to all M&S used in support of Operational Test and
Evaluation (OT&E)

« SECNAV Instruction 5200.40: Verification, Validation,
and Accreditation of Models and Simulations, 19
April 1999

— Revision completed DON-wide O-6 level review in August 2002

» Consistent with SECNAVINST 5200.38A and Draft DoDI 5000.61
— Applies to all DON organizations involved with M&S activities
— Applies to all categories of M&S used by DON activities




Implementing Documents

OPNAVINST 3960.15, Validation Of Navy Air Defense Threat
Simulators, 6 May 1991

NAVAIRINST 3960, Validation of Navy Air Defense Threat
Simulators, 4 May 1992

COMOPTEVFORINST 5000.1: Use of Modeling and Simulation
in Operational Testing, 5 September 1995 “%m?

PEOTSCINST 5200.3, Verification, Validation, and
Accreditation of Modeling and Simulation, 4 February 2000

PEOWINST 5232.1A, TOMAHAWK Simulation Management
Policy, 27 Feb 2001 (draft)

NSWC Carderock Division, A Process for Verification and
Validation of Carderock Division Modeling and Simulation
Software, NSWCCD-20-TR-2000/01 June 2000

Oceanographic and Atmospheric Master Library (OAML)
Configuration Management Plan, Feb 1996




What Needs VV&A?

All models and simulations acquired, developed, managed, and
used by DON activities

— All categories of M&S used by DON activities including live,

virtual, and constructive simulations; distributed simulations;
federates and federations; emulators; prototypes, simulators;
and stimulators.

* M&S may be legacy systems, new developments, and modified or
enhanced legacy M&S. These include but are not limited to
embedded and stand-alone M&S systems.

* M&S managed by Federally Funded Research and Development
Centers, industry, academia, and other Federal or non-Federal
government organizations used to support a DON activity.

Commercial-off-the-shelf, government-off-the-shelf, and new
M&S tools used to train, develop, test, implement, monitor,
analyze, or manage models and simulations.

Data needed to verify M&S requirements, build the conceptual
model, validate the M&S, perform experiments, and run combat
support M&S decision aids.




VV&A Council

* Purpose

Support Programming, Planning, and Budgeting

Capture, quantify, and prioritize Navy VV&A needs

+ Policy, guidance, information, tools, training, education, etc.
— Not funding to implement VV&A

Identify and recommend solutions to needs
Play key advisory role to NAVMSMO on VV&A related issues

« Composition

Voluntary participation

Navy organizations with
experience implementing VV&A

Functional Area Mangers
representatives

Start small and grow
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Process

M&S PROCESS
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VV&A PROCESS

V&V EXAMINES PRODUCTS OF THE M&S PROCESS
ACCREDITATION ASSESSES EVIDENCE DOCUMENTED DURING V&V




M&S Process
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+ M&S VV&A is an integral part of the M&S Process

— Must understand the M&S Process
— Defined and managed systems engineering processes can help build
validity into M&S
» Capability Maturity Management Integration (Staged Representation) Level
3 or higher
Design twice, build once
* More time spent upfront identifying requirements, conceptualizing, and
designing reaps benefits -
Development products must be contracted for upfront
» Not in contract, not delivered, not available for VV&A
» Typical products named in diagram above
Without development artifacts, V&V must create evidence
* Reengineering is expensive and time consuming
» Errors or design problems found late can be expensive to fix




Planning Activities

MBS PROGESS.
Fraesmy -

* M&S Requirements
— Identify intended use
— Cooperatively develop, define, and derive
requirements for the use of the M&S
— Address user, simulation, and problem domains

Planning
Activities

Accreditation Plan
— Develop Acceptability Criteria from perspective of M&S
requirements

+ Qualitative or quantitative measures of merit that some
aspect of the required M&S performance is satisfied

« Should be measurable
— Document methodology for accrediting the M&S

« V&V Plan

— Document V&V methodology for satisfying Acceptability Criteria

— Tailor activities as appropriate - M&S V&V should not duplicate V&V
conducted as part of the development process




M&S Requirements

Document Validate
Approved M&S . Verify Defined Verify Derived Document
. Identified ; :
Requirements / > X Performance —*  Technical Requirements
) N High-Level . ; .
Warfighter's . Requirements Requirements Traceability
Needs Requirements

* Requirements for the use of M&S are found in various high-
level documents, e.g.:
— Mission Needs Statement (MNS)

— Operational Requirements Document (ORD)
» Key performance parameters

— Cost and Operational Effectiveness Analysis (COEA)

— Test and Evaluation Master Plan (TEMP)
 Critical Technical Parameters

— MA&S Support Plan

— Performance Specification
* Intended Use is established based upon need to satisfy

requirements

+ High-level requirements are distilled down, validated, verified,
and traced throughout the VV&A process




Data V&V

MBS PROGESS.
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I Data V&V '
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* 5 Types of Data

—Reference. Descriptive information
(metadata) including administrative,
descriptive, and quality.

—Hard-wired. Data values
implemented in code.

—Instance. Input and output data.
—Validation. Real world facts.

—Exchange. Data exchanged across a
federation or distributed simulation.

Data verification ensures
the data selected are the
most appropriate for the
application and are
properly prepared for use
in the M&S.

Data validation ensures the
data accurately represent
aspects of the real world to
be simulated.

What data require V&V? All
data needed to:
— Verify M&S requirements
— Build the conceptual model
— Validate the M&S
— Perform experiments

— Run combat support M&S
decision aids




Validate Conceptual Model

MBS PROGESS.
[y

o — === =1 «What is a Conceptual Model?

e e —Bridge between defined requirements and M&S

uﬂ;?; § ey 9 g

‘ : \ B = requirements to be build the M&S. Documented
e Do taxonomy containing assumptions, algorithms,

— and architectures that relate M&S elements to

Conceptual Model one another. Describes data used by,
embedded in, or produced by the M&S.

design. Provides developer’s interpretation of

+ Validation Tasks
— Determine M&S requirements are valid for intended use
— Check for completeness and correctness

— Determine conceptual model elements are traceable to R
acceptability criteria and M&S requirements

— Determine data used are valid
— Identify authoritative data needed to validate M&S results

— Report discrepancies to M&S Proponent and document
results in the V&V Report




Verify Design (1)

MBS PROGESS.
[y

[y e —— |

. » What is a System Specification?

: — A document that translates the
AN conceptual description to performance

vvaRpROCESS requirements in terms of technical and
Verify mission requirements.
Design

—_

» Verification Tasks

Establish traceability to the validated conceptual model,
acceptability criteria, and M&S requirements

Determine performance characteristics support intended use

Verify correctness and completeness

Document results in the V&V Report

Report discrepancies to the M&S Proponent




Verify Design (2)

MBS PROGESS.

* What is the Functional Design?

‘ . — Graphical engineering diagrams or
HE=— “pblueprints” that translate the M&S
vvalprocEss system specification into the design

used to build the M&S

Verify
Design

» Verification Tasks

— Perform design walkthroughs

— Establish consistency and faithfulness of functional design to the validated

conceptual model, acceptability criteria, and M&S requirements

— Ensure required features, functions, behaviors, algorithms, and interactions

are correctly and completely represented

— Ensure design is traceable to the M&S requirements, acceptability criteria,

system specification, and conceptual model

— Document results in the V&V Report and report discrepancies to the M&S

Proponent




Verify Implementation

MBS PROGESS.
[y

| e e e M&S design is built as hardware, software,
Ehj‘EjE? ‘Eéd] or both. Sub-system components are
‘ N\ i constructed, tested, and integrated.

Databases are installed and tested.

VVEA PROC Integrated system testing is conducted. All
Verify testing is documented. M&S application is
Implementation complete.

» Verification Tasks

— Demonstrate the M&S system accurately represents the M&S design

— Trace system components back to system design, specification, conceptual
model, acceptability criteria, and M&S requirements

— Verify hardware and hardware configuration

— Verify software code

— Perform algorithm checks and verify transformations

— Verify development acceptance test plans and procedures

— Document results in the V&V Report and report discrepancies to the M&S
Proponent




Validate Results

e e | e -+ Determine extent M&S

BT it Tt dd . t
‘Ej_é? ‘Eilid] a resses requirements

Identify if outputs are realistic

e Document how well M&S fits

Validate

Results intended use

Validation Tasks

Identify scenarios, validation data, and expected results

Compare outputs to real world data

Compare outputs with SME opinion when empirical data not available
Identify key SMEs

Trace M&S performance to acceptability criteria and M&S requirements
Adjudicate errors

Document results in the V&V Report and report discrepancies to the
M&S Proponent




Document & Analyze Results

T ez e o V&V Report
i' @Tjéé ‘Eéﬁ] - Documenlt fo.rmal V&V eV|clience
L. A — Capture findings, assumptions,
V= ﬂ capabilities, limitations, conclusions, and
M,— recommendations
Document Rosuls > — Identify impacts to use

+ Accreditation Report
Assess V&YV evidence

Summarize M&S capabilities, assumptions, and
limitations with regard to the intended use

Address how Acceptability Criteria were met/unmet
Provide accreditation recommendation

» Accreditation Decision Letter
— Consists of the accreditation option with details of caveats,
qualifications, constraints, and limitations for use




ROLES & RESPONSIBILITIES




Role Relationships

M&S Accreditation
Proponent .{ M&S User }‘ Authority
DoD M&S
MSEA Developer
V&V Accreditation
Agent Agent

Subject Matter
Expert

M:>Formal Relationship

> Informal Relationship

It should be kept in mind that an individual, group, or organization might fill more
than one role in the DON VV&A Process.

The M&S User works together with the M&S Proponent and Accreditation Authority
to ensure the M&S requirements are defined and understood. The M&S Proponent
will establish formal relationships with the M&S Developer and V&V Agent.
Likewise, the Accreditation Agent will have a formal relationship with the
Accreditation Agent. Both the V&V Agent and Accreditation Agent can establish
formal relationships with SMEs who will contribute to the respective activity based
upon their academic, technical, or operational background. The M&S Developer
provides technical expertise regarding simulation capabilities to the other key VV&A
players.

When establishing a VV&A team, some thought should be given as to how the team
members will communicate with one another. All key VV&A players must
communicate, coordinate, and cooperate both formally and informally throughout
the VV&A Process for it to be successful.



M&S User

* The individual, group, or organization that
uses the results or products from a specific
application of an M&S. (The M&S User is a
Government entity.)

« M&S User shall:
— Plan, budget, and fund the implementation of VV&A
and the use of accredited M&S.

— Coordinate with the Accreditation Authority and the
M&S Proponent to develop and approve the M&S
requirements.

Section 5.j, draft SECNAVINST 5200.40A




M&S Proponent

+ The organization that has primary responsibility to
initiate planning, development, configuration
management, maintenance, and use of an M&S. (The
M&S Proponent is a Government entity.)

* M&S Proponent shall:

— Plan and budget for implementation of V&V.
— Follow M&S directives and policies.

— Develop, document, and implement the V&V and configuration
management plans for M&S undergoing accreditation.

— Coordinate and communicate with the M&S User and the
Accreditation Authority. Coordinate with the DoD-appointed
M&S Executive Agents that serve as the final validation authority
for environmental, threat, and intelligence process

representations. Section 5.i, draft SECNAVINST 5200.40A




Accreditation Authority

» The individual responsible to approve the use of an
M&S for a particular application. The Accreditation
Authority represents the M&S User’s interests. (The
Accreditation Authority is a Government entity.)

» Accreditation Authority shall:

Support the M&S User by determining the appropriateness of the
application of a model or simulation for an intended use.

Assist the M&S User and the M&S Proponent with defining the
M&S requirements and establish the acceptability criteria.

Develop, document, and implement the Accreditation Plan.

Ensure that adequate V&V procedures have been implemented
and the results documented prior to the use of M&S capabilities.

Make and document the accreditation decision to apply a model
or simulation for specific purpose.

Document accreditation summary information in the NMSIS and
update the information annually. Forward copies of all
accreditation documents to the NAVMSMO for archiving.

Section 5.h. draft SECNAVINST 5200.40A




OT&E Accreditation Authority

+ Commander, Operational Test and Evaluation Force and the
Marine Corps Operational Test and Evaluation Activity shall:

— Serve as the Accreditation Authority for all M&S used in support
of operational test and evaluation.

— Forward copies of accreditation documentation to the
NAVMSMO for archiving.

— Accredit prior to use all M&S test resources intended to support
OT&E including new and legacy M&S, enhancements and
modifications of M&S, hardware-in-the loop simulators, land
based test facilities, sea based test facilities, threat target
simulators and stimulators, and all M&S whether embedded in
weapon systems, implemented as stand-alone systems, or
integrated with other M&S systems for distributed simulations.

Section 5.g, draft SECNAVINST 5200.40A




VV&A Enforcement

* The individual Accreditation Authority,
designated at the functional or
organizational levels, wields the
proverbial VV&A “hammer”

— Represents the M&S User’s interests

— V&V evidence must satisfy acceptability
criteria established to meet approved
M&S requirements

— Both V&V and Accreditation Plans must
be kept up-to-date to reflect changing
M&S requirements over the course of
the development cycle

Accept nothing less!




Other Key Roles

Accreditation Agent: The individual, group, or organization
designated by the Accreditation Authority to conduct an
accreditation assessment for an M&S.
— Plan, manage, conduct, and document the accreditation assessment
— Coordinate with other key VV&A players

— Develop an accreditation recommendation for the Accreditation
Authority

V&V Agent: The individual, group, or organization designated
by the M&S Proponent to verify and validate an M&S.

— Plan, manage, conduct, and document the V&V of the M&S

— Coordinate with other key VV&A players

Subject Matter Expert: An individual who, by virtue of
education, training, or experience, has expertise in a particular
technical or operational discipline, system, or process.

— Assist with defining M&S requirements for the intended use

— Assist with accreditation planning and assessment

— Assist with V&V planning and V&V implementation




DoD MSEA

* DoD M&S Executive Agents (MSEAs)

— Serve as domain SMEs

— Establish V&V procedures for common and general-use M&S
representations and their data.

— Are sources of valid M&S data.
 Current MSEAs include:

MSEA for Air and Space Natural Environmental (Air Force)
MSEA for Ocean (Navy)
MSEA for Terrain (National Imagery and Mapping Agency)

MSEA for Foreign Forces and Systems (Defense Intelligence
Agency)

MSEA for US National and Joint Intelligence Processes
(Defense Intelligence Agency)




VV&A Roles & Responsibilities

Task M&S User Accred. Accred. M&S V&V Agent M&S SME
Authority Agent Proponent Developer

Define M&S Lead/ Review Assist Review Assist Assist Assist
Requirements Approve
Acceptability Criteria Assist Approve Lead Review Assist Assist Assist
Accreditation Plan Review Approve Lead Monitor Review Review Assist
V&V Plan Review Monitor Review Approve Lead Review Assist
V&YV Implementation Review Monitor Monitor Approve Lead Assist Assist
V&YV Data Review Monitor Monitor Approve Lead Assist Assist
V&YV Report Review Monitor Monitor Approve Perform Assist
Accreditation Package Approve Perform Assist
Accreditation Monitor Monitor Lead Assist
Assessment
Accreditation Report Review Approve Perform Assist
Accreditation Decision Review Perform Assist
VV&A Archive & Perform Perform Perform
M&S Catalog
Accredit For Reuse Review Approve Lead Assist Assist Assist Assist

Accreditation Status

Perform




RESOURCES




Navy M&S Information System

NAVMSMO

modeling & simulation
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Navy VV&A Webpage

NAVMSMO T e

done Fep g 2 .
WHAT'S NEW . modeling & simulation
YISO

Yerification, Validation, and Accreditation

MAYMEMO manages a ™A prograrm that complements the BEECHAY 520040, The
WA program provides YR guidance for Navy Modeling and Simulation uaers and
providers. Key elemenis of the program include:

RECLESTS

* WWEA Pollcy - SECHAVINST 5200.40
SITE INDEX. a« WWEA Guidance

RELATED SITES + VWEA Tachnical Working Group [TWG)
= Archived List of YW&A Documents
* V84 Help Desk

Send comments and suggestions to waglnavmsmo, hg.nawy. mi.

Date Last Modifled: 0920/2002 02 56 26

Home | ilhats Hew | | Hews & Bvards | h&S Projects|
Feqtstel | SRR Nodes | | Stte Indes | Help | & 2002

Flease mad this pivasy and sscurity nofice
iw our Sits Infarnatian Aequasts palicy.
WAgA Frogram klanager CHO-OF HANY NOOMS, veam@navymsmao.hg.nawvy. mil, 819-593 2593

http:/navmsmo.hq.navy.mil




VV&A Standards

« Navy M&S Standards Project Y

— Navy M&S Standards Steering Group (MS3G)
+ Nominate, Evaluate, Advocate

— VV&A Technology Area Group (VV&A TAG) == =,
» Provide VV&A technical expertise to address VV&A standard needs

» Evaluate and shepherd proposed standards through the Navy M&S
Standards Process

« Navy M&S VV&A best practices guide

— DON M&S VV&A Implementation Handbook
+ Approved by Director, NAVMSMO, in April 2001

 Under review

— Air Defense and Related Threat Simulation Validation Process and
Report

— Oceanographic and Atmospheric Master Library VV&A Process and
Standard Development Documentation

M&S standards formally adopted by DoD or DON shall be applied to all
VV&A efforts as applicable. (para 4.d, draft SECNAVINST 5200.40A)

The Navy M&S Standards Project has been established to support our ultimate
customer -- The Fleet.

There are three key elements to our process:
Nominate, Evaluate and Advocate.

The process starts when someone NOMINATES a candidate standard, guideline, or
best practice for review. From there, technical experts from both the public and
private sectors EVALUATE the standard for completeness, applicability, etc., --
followed by broad M&S community scrutiny -- and then acceptance or rejection.
Finally, once a standard is accepted, we ADVOCATE that standard across Navy
and the other Services to ensure its successful transition to working community.

The VV&A TAG is the busiest of all the MS3G sub-groups.



Products & Services

Maturing the DON M&S VV&A Implementation
Handbook

Volume | — DON VV&A architecture (process, roles,
responsibilities, and documentation) (FY03)

Department of the Navy

Modeling and Simulation

— Volume Il - Detailed information into aspects of VV&A (FY03) s Ry e
— Volume Il - Implementation case studies and lessons learned
(FY04) February 2001

VV&A TurboTool Suite
— VV&A Documentation Tool underwent beta testing in FY02; Build 1
release expected in December 2003
— VV&A Risk Management Tool (proposed)
— VV&A Cost Estimator Tool (proposed)
Provide VV&A outreach services

— VV&A planning assistance

— VV&A document review

Accreditation board participation

VV&A Help Desk

VV&A awareness education and skills training




SUMMARY




Summary

NAVMSMO provides centralized leadership
for Navy M&S VV&A efforts

VV&A execution is decentralized at the
organizational level

VV&A policy and implementation guidance is
managed by NAVMSMO

Helpful guidance and other resources
available on NAVMSMO website

Need help? Got a question? Want advice?
Have needs?

— Email “vva@navmsmo.hq.navy.mil”




